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smartward Khung kién truc NSATY

Kién tric hé thong dudge xay dung phu hdp vdi
khung Kién tric Chinh phu dién td Viét Nam,
nham ting cuong kha nang két ndi, trao dai; lam
tang kha nang khai thac, cap nhat thong tin, han
ché toi da su trung lap thong tin gitia cac dan vi.
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Smartward Cong nghé phat trién RSATY

NGiNX
smartwardU dung hang loat cac cong nghé hién dai va

tién tién nhat hién nay. 9 OpenLayers Leaflet of -

Viéc két hap nhiéu cong nghé cho phép hé thong md va
tiy bién nhanh chdng, ting tac do phat trién hé thong, P pl:r[hOﬂ (ﬁ: Geoserver
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toc do upload dii liéu va hiéu nang cia hé thong.
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smartward Kién tric multi-tenant MSATY

®  smartwardll dung kién tric Multi-tenant. Kién tric nay cho phép trién khai mot tenant mdi nhanh chang ma khong phai stia hé thang

® (CSDL, hé thong, cau hinh... cia tenant déu ddc ap vdi nhau dam bao tinh riéng tu va bao mat
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smartware- Trién khai vdi nén tang docker container / docker swarm WMSATY
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smartwara- HA/Master slave/Multinode/Docker swarm

* Hé thdng trién khai theo dang kién tric HA (high
availability) cho phép hang triéu lugt truy cép
vao hé thong ma hé thong khong bi qua tai.

* Ap dung kién tric master slave cho ting (ing
dung ctia hé thong dé phan phdi cac ludng truy
cap.
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HAProxy

Statistics Report for pid 99 on 18e01b4262ch

> General process information

pid = 99 (process #1, nbproc = 1, nbthread = 4)
uptime = 14d 23h34m01s

system limits: memmax = unlimited; ulimit-n = 1048578

maxsock = 1048576; maxconn = 524268; maxpipes

Running tasks: 1/27; idle = 100 %

haproxy_read

=0
current conns = 2; current pipes = 0/0; conn rate = 1/sec; bit rate = 0.271 kbps

External resources:
« Primary site
* Updates (v2.0)
+ Online manual

Display option:

* Hide 'DOWN' servers
« Disable refresh

» Refresh now

CSV export

active UP
active UP, going down

backup UP

backup UP, going down
active DOWN, going up backup DOWN, going up
active or backup DOWN not checked

active or backup DOWN for maintenance (MAINT)
active or backup SOFT STOPPED for maintenance
Note: "NOLB"/"DRAIN" = UP with load-balancing disabled.

Queue Session rate i B Denied Errors i Server
Cur Max Limit Cur Max Limit Cur Max Limit  Total LbTot Last In Out Req Resp Req Conn Resp Retr Redis  Status LastChk  Wght Act Bck Chk Dwn | Dwntme | Thrile
Frontend o 1 o| 2| s24288] 1 578| 3002 O o] o OPEN
postgres_slave 01 o[ o of o o o 100 0 0 2] o 0 0 0 of © 0 7d20hUP | L7OKGOin3ms | 2 [ Y 15 12 0s
postgres_slave 02 o o o o o] o 00| 0 0 72l o 0 0 0 o © 0| 7d20hUP | L7OKGOinZms | 1 | Y 18 13 0s
postgresgl _postgis_master 0 o] 0 1 0 1 - 1 1| 7d22h| 578| 3092 0 0 0 0 0| 9d16h UP L70OK/0 in 2ms 1 Y 10 4 0s
Backend o o o 1 o| 1] s2427] 1 1| 7d2zn| 578| 3002 0 0 0 of © 0| 9d16h UP 4 |30 4| 5h2om
Queue Session rate Bytes Denied Errors i Server
Cur Max Limit Cur Max Limit Cur Max Limit  Total LbTot Last In | Out Req Resp Req Conn Resp Retr Redis  Status LastChk  Wght Act Bck Chk Dwn Dwntme  Thrile
Frontend 0 3 o| 3| s24268] 11 4170| 558 0 o] o OPEN
postgresgl_postgis_master o] of o] 3 of 2 1] 11| 14d15n] 4170] 558 0 of of o o odtehup | L7okoinams [ 1 [ v [ - [ 10[ 4] os|
Backend of of o 3 o] 2] s2427] 11 11| 14d15h| 4170[ 558] 0 0 0 o] o 0| odi6h UP [ 1 [1]o] T 4] shoem]
stats
Queue Session rate ions Bytes Denied Errors i Server
Cur Max Limit Cur Max Limit Cur Max Limit Total LbTot Last In Out Req Resp Req Conn Resp Retr Redis Status LastChk  Wght |Act Bck Chk Dwn Dwntme Thrtle
Frontend 1 6 2| 5| 10| 2918 1735155|  42180712] 0 0| 1156 OPEN
Backend | 0] 0] of s o] 1 1] 1700 o] os| 1735165] 42190712 O 0 1700 o o 0] 14d23h UP [ o JoJe] T of I

Kién tric multi — node gitip
nang chiu tai, cai thién h
clia hé thong

tang
Ieu n
Kién tric Docker swarm gidp trién
khai hé thong dudi dang phan tan,
md rong hé thang theo chiéu ngang.




smartward- Gomponents (back-end) BSATY
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Docker HAProxy (Clusters)
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smartwardlUgc trién khai vdi cac thanh phan chuyén biét, cho phép ting cutng an toan, bdo méat, hiéu nang va don gian trong qua trinh nang cép
va bao tri hé thong loi, cac thang tin hé thong duge kiém soat tot va tap trung.




Aktiv.Interaction

smartwarddugc trién khai véi cac thanh
phan chuyén biét, cho phép ting cutng an
toan, bao mat, hiéu nang va don gian trong
qua trinh nang cap va bao tri hé thong loi,
cac thong tin hé thong dugc kiém soat tot
va tap trung.

Iim kiém chung -
Keyword.Search.Component

Tim ki€ém dia danh
Local.Location.Search.Component
Khu viure / Bon vi quan ly -
Branch.Component

Ban do nén — Basemap.Component
Ban do chuyén dé -
Thematic.Map.Component

Ldp ban do - Layer.Group.Component
Xuat ban d6 - Export.Map.Component
Biéu d6 thong ké —
Statistic.Chart.Component

Thong tin chi tiét tai san —
Asset.Info.Component

1.
2.
3.
4.
5.
b.
7.
8.
2}

W
= 0o

Aktiv.Event Map Interaction

Ban d6 - Map.Component
Time.Shder.Component
FilterMap
Bookmark.Component
Measure.Component
Identify.Component
Toolbar.Component
Scale.Component
Rotation.Component
Compass.Component
GetlLocation.Component

Tim kiém theo toa do -
Coor.Search.Component

Tim kiém theo dia danh (service
online) —
Online.Location.Search.Component
Truy van thudc tinh -
Attr.Query.Component

Truy van khong gian -
Spatial.Qquery.Component

K&t qua tim ki€ém — Result.Component
Selection set -
Selection.Set.Component

Chu giai — Legend.Component

Danh sach |&p ban d6 -
TocControl.Component

Analysis visualization — AV.Component




Aktiv.Interaction

———# [onchange] - @
| |
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Component po ol

false: error

Component
‘handler

Eventinteracti
on. update true: success

Componet

emit result

dependencies

Event result



Aktiv.Job

b

Thuc thi cac nhiém vu dugc c

 (Chay dudi dang producer
thong qua ting dung smart

« (Chay dudi dang cac worke

NSATY

ANSATY
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Aktiv.Monitoring WSATY

Hé thong giam sat cac container (cai dat web app, api services, database, message queue, storage, ...) vé: health check (xac dinh xem cd con chay
khong), cpu, ram... trén bo cong cu két hap bao gom:

« (Check health cac services SR

from expoler

» Advisor: thu thip cac thong so do lutng ti
cac container

 Prometheus: luu truf dur liéu tu cAdvisor, truy
van cac thong so do lutng

- B
— e

YWebhook URL

« (Grafana: truc quan hoa du liéu tir bo du liéu
ctia Prometheus

 Smartwarddonitoring: mot webhook tu phat
trién dé day thong bao ra ngoai

» Telegram hoac Discord hoac Zalo ho3ac Email: s
cong cu tiép nhan thong bdo tir webhook e




Aktiv.Monitoring

NSATY

AktivMap - rg/s

Hé thong giam sat lugng request ctia cac APls, va cé canh bao khi vudt ngudng, cac cong cu bao gom:
o sSmartward®PS: thu thap so ludng request tir cac API services
o smartwardlonitoring: mgt webhook tu phat trién dé day thong bao ra ngoai

» Telegram hoac Discord hoac Zalo hoac Email: cong cu tiép nhan thong bao tir webhook

message
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Aktiv.Monitoring WSATY

Cong cu kiém tra tinh trang hoat dong (stic khde) ctia hé thong, dich vu, ting dung hodc thanh phan phan mém tai mét thoi diém nhat dinh

AktivWebhook
APl Gateway APl CusOrder
Health check _ e -
Connect to Telegram [ind .
) .
Aktiv.Monitoring
group on Telegam
message m

Aktiv.Monitoring message

P group on Discord

-




Aktiv.Monitoring WSATY

Cong cu ghi nhat ky hé thang, gitp truy vét cac hanh dong ctia ngudi dung, bao gom 2 loai:

% ) S A I I
i
Serilog
chi co ngudi quan tri mdi cd quyén truy cap vao may chu \\ :
dé truy xuat, cong cu st dung 12 bo thu vién Serilog cho N
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« Loai 1: nhat ky nguoi dung, luu cac hanh dong cua nguai
diing va co thé xem truc tiép trén hé thong smartward

» Loai 2: nhat ky hé thong, dugc luu vao tép trén may cha,
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Aktiv.Monitoring

Hé thong Dashboard giam sat vé license cta Tenant, bao gom:

» S0 lugng ngudi dung

»  Tong so request ban do

»  Tong so tai san, phan loai theo diém, dudng, viing

o (ac thong tin khac lién quan dén license, nhu: so ludgng bdo cao, so
lugng ban do chuyén de, co st dung tng dung di dong hay khong, st

dung loai ban do nén nao?, ...

Co'sé dirlidu

Sao luu co sd dir liéu

Hodc dat lich

Hang ngay

Thir2

12

gi&

|Z| Anh/tai liéu

{}g Dir liéu khong gian

Cu hinh hé théng

S0 lugng ngudi ding

Tang truéng dir liéu

150

120

90

60

30

0
Jan Feb Mar Apr May

THONG TIN KHAC

Tén domain: forest_fire

S6 lugng Dashboard: 1 /1

S6 lugng Report: 1/1

TIMELINE

Name

& Shwell Flintof
& Ogasawara Katsumi
& Stepan Assonov
& Mbe Tshinguta
& Marco Alves
& Lucas Pacheco

1500 423
S6 lugng mapview Tong lugt xem
| ]

Dung lugng bé nhé

(‘ GIS (w Public page
AMS ' @

16 Jan 2024 28 Feb 2024

Email

shwellFlint@gmail.com

ogaats@hmail.com

stepan23@hmail.com

tshinguta@hmail.com

maralv@dmail.com

pacheco@hmail.com

@ Contréng " DA st dung

Mobile App

20 Mar 2024 20 May 2

Available Data

450MB

457 MB

231 MB

723 MB

120 MB

532 MB

4

NSATY

Téng s6 tai san (diém, dudng, ving)

0%

@®Dbiém @ Dbudng O Ving

2,568 0 748
Diém Budng ving

Ban d6 nén
@ ) Hanhchinn
(. ) Google map

Satellite

Downloads Status

ENNNEENNN [ Active

ANNNNEEETNNNNN [ Active
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Aktiv.Bot WSATY

% _8 - @ Ludng it y:
Tenant text / json / mguhgd
DB (=)

Admin

- e Quan tri se xay dung kho tri thuc tu cac tép
5! load document ] hodc du liéu tl co s dir liéu

| B e » Nguti diing nhap ciu héi va hé thong sé truy
xuat tu kho tri thiic dé dua ra cau tra loi

- re-Chunkang document
agCurmend
GraphDE

questions VectorDB
Erem Embeddng
dacuments madel

(RAG)

relevant
document
i ki
———»  typ® question -
A redis
filter
codrelation

‘ ™ sentence  [¥——
answer Call AP
&
@
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smartward Database dong va quy trinh dong

*  (Cau tric co sd dii ligu thay doi phu hop vdi nhu cau quan ly cta tiing don vi
* Dé dang thém mdi ddi tugng quan Iy, thdng tin quan Iy trong co sé dif liéu

* |mport du liéu khong gian, du liéu thudc tinh vao database thong qua cac file excel,
shapefile mdt cach nhanh chong

*  Khong gidi han s lugng dii liéu trong database

*  Quy trinh phat trién hé thong thay doi linh hoat dap ting nhu cau thuc té cda tling
don vi

*  Quy trinh phat trién dugc ti uu, tiét kiém chi phi phat trién phan mém cho cac don
vi to chiic

e (Céc budc hinh thanh hé thong dugc rit ngan, nhanh chdng dua hé théng vao van
hanh, st dung

WSATY

NSATY

11



Smartware- Bao mat hé thong

Authorization

e Xay dung kién tric MultiTenant cho
application, database, geoserver, st dung
cd ché Master — Slave

* (Cap quyén truy cap khi goi dui liéu thong
qua Web API

Giao thuc HTTPS

Bao mat duong truyén internet chuan SSL/TLS

Ma hoa SSL trén dudng truyén va ma hoa thong
tin tai khodn theo tiéu chuan MD5 va
HMACSHA256 trén dutng truyén va CSDL

GeoServer
spring security
Dispatcher

Bao mat trong DB:

Ca ché xac thuc (Authentication) st dung
Spring Sercurity dugc phat trién tur Spring
Framework

Ca ché phan quyén (Authorization) nham

xac thuc quyén truy cp vao cac services,
layer thong qua Catalog Mode va Access

Mode

18



Smartware Tich hap hé thong

*  smartwardan sang tich hap va chia sé dii liéu, hé thong thong qua cac
API theo yéu cau.

»  Cung cap va chia sé dii liéu cho cac hé thong khac: do thi thong minh,
logistic, hé thong GIS diing chung cua tinh...

o Tich hap va két noi vdi cac CSDL nganh khac (Cong thuang, Nong
nghiép, Tai nguyén mdi trudng...) va cac hé thong khac.

NSATY

«— API
22| APlIs <« quan ly
—> hé th6ng

Backend systems

Thiét bi loT

]

Di dong

[ HE THONG AIRCOM ]

[ HE THONG ERP ]

[ HE THONG ATOS ]

e

HE THONG QUAN LY TAI SAN, THIET BI

SCADA

~

[ REALTIME, ] MAY Moc

Rl

(&

J

[ CONG THONG TIN ]
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Thank you!

* GIS solution
« Ban do
« CSDLGIS

 SDI

e SmartWard

» Anh vé tinh

e MO hinh sé dd cao

‘Inpnet

Q:; Synspective
INTERIVIAP



