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smartWard Architectural Framework

MNSATY

The system architecture is built in accordance with the Vietnam e-Government Architecture framework, in order to enhance the ability to connect

and exchange; increasing the ability to exploit and update information, minimizing information duplication between units.
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smartward evelopment Technology MSATY

® gmartwarduses a series of the most modern and
advanced technologies today.

® The combination of multiple technologies allows the
system to be opened and customized quickly,
increasing the speed of system development, data
upload speed, and system performance.
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smartWara Multi-tenant architecture MSATY

® smartwardises a Multi-tenant architecture. This architecture allows for the rapid deployment of a new tenant without having to fix the system

® Database, system, configuration... of tenants are independent of each other to ensure privacy and security




smartware- Deploy with docker container/docker swarm platform
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smartwara- HA/Master slave/Multinode/Docker swarm SATY

® The system is deployed in the form of HA (high
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® Multi-node  architecture  helps
increase load capacity, improve
system performance.

® The Docker swarm architecture
helps deploy the system in a
distributed form, scaling the system
horizontally.




smartwara- Gomponents (back-end)
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smartwards deployed with specialized components, allowing for enhanced safety, security, performance, and simplicity in the process of upgrading
and maintaining the core system, and the system information is well controlled and centralized.



Ssmartward- Gomponents (front-end)

Examples of components on a map page:

MNSATY

SmartWardevent Map Interaction

. Tim kiém chung — Keyword.Search.Component
. Tim kiém dia danh —

Local.Location.Search.Component

. Khu vwe / Pon vi quan ly — Branch.Component
. Ban d6 nén — Basemap.Component

. Ban doé chuyén dé - Thematic.Map.Component
. L&p ban do - Layer.Group.Component

. Xuat ban d6 - Export.Map.Component

. Biéu do6 thdng ké — Statistic.Chart.Component
. Théng tin chi tiét tai san —

Asset.Info.Component

Ban doé - Map.Component
Time.Slider.Component
FilterMap
Bookmark.Component
Measure.Component
|dentify.Component
Toolbar.Component
Scale.Component

. Rotation.Component
10.Compass.Component
11.GetlLocation.Component

(010 N0 1 & N

1. Tim kiém theo toa dd - Coor.Search.Component
. Tim kiém theo dia danh (service online) —

Online.Location.Search.Component

3. Truy vén thudc tinh — Attr.Query.Component
. Truy van khong gian —

Spatial.Qquery.Component

. K&t qua tim kiém — Result.Component

. Selection set — Selection.Set.Component

. Chu gidi — Legend.Component

. Danh sé&ch I1&p ban dé - TocControl.Component
. Analysis visualization — AV.Component

smartward$ deployed with specialized components, allowing for enhanced safety, security, performance and simplicity in the process of
upgrading and maintaining the core system, system information is well controlled and centralized.



Smartward Monitoring
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NOSATY
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NSATY

MNSATY

r Serilog o
ﬁg NET |

2024-08-14 10:12:34.814 +07:00 INF requestId: OHNS5SIR9UMeM1:00000002, previousRequestId: no
previous request id, message: No authentication needed for
/api/role/get roleuser by roleid userid async

2024-08-14 10:12:34.814 +07:00 INF requestId: OHNSS1RSUMEM1:00000002, previousRequestId: no
previous request id, message: /api/role/vl/get roleuser by roleid userid async route does not
require user to be authorized

2024-08-14 10:12:34.81¢ +07:00 INF requestId: OHNSSIR9UMeM1:00000002, previousRequestId: no
previous request id, message: 200 (OK) status code, request uri:
http://192.168.1.61:8611/api/role/vl/get roleuser by roleid userid async?orgld=vnrasroleld=administ
rator&userIid=2 vnra

2024-08-14 10:12:34.816 +07:00 INF Request finished HTTP/1.1 GET

http://192.168.1.61/api/role/get roleuser by roleid userid async?orgld=vnra&sroleld=administrator&us
erId=2 vnra - - - 200 351 application/jseon;+charset=utf-8 2.7570ms

2024-08-14 10:12:34.882 +07:00 INF Request starting HTTP/1.1 GET

NSATY



smartware- System Monitoring and Setting Schedules for Data Backup

o Dashboard monitors the system through parameters
 Allow data backup and set up automatic backup schedules:
- [atabases
 |mages/ Documents
 Spatial data

«  System configuration
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MNSATY
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smartwara Dynamic Databases and Dynamic Processes

* The database structure changes to suit the management needs of each unit.
* FEasily add new management objects and management information in database.

* Import spatial data, attribute data into the database through excel files, shapefiles
quickly.

* Unlimited amount of data in the database.

* The system development process flexibly changes to meet the actual needs of each
unit.

* The development process is optimized, saving software development costs for
organizations.

* The steps to develop the system are shortened, quickly put the system into
operation and use.

MNSATY

1



Smartward System Security

Authorization

Build MultiTenant architecture for
applications, databases, geoservers, using
the Master-Slave mechanism.

Grant access when calling data through
Web API.

Giao thuc HTTPS

SSL/TLS internet connection security.

SSL encryption on transmission and account
information encryption according to MD5 and

HMACSHA256 standards on transmission and
database.

GeoServer
spring security
Dispatcher

Security in database:

* Authentication using Spring Sercurity is
developed from the Spring Framework.

* Authorization mechanism to authenticate
access to services and layers through
Catalog Mode and Access Mode.

12



Smartwarea- System Integration

NWSATY

» Smartwards ready to integrate and share data and systems through
APIs on demand.

- Sharing data for other systems: smart cities, logistics, shared GIS

_ > API
systems of the province, etc. 262 APl <« quan Iy
= = =) hé th(’jng

« Integrate and connect with other sector databases (Industry and Trade,
Agriculture, Natural Resources and Environment...) and other systems.

Backend systems
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Thank youl!

* GIS solution
* Map

* GIS database
« SDI

e SmartWard
» Satellite image

* Digital elevation model
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